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Message from the Deputy
Commissioner of Federal Policing

| am pleased to present Federal Policing’s first public Annual Report. Federal Policing (FP)
has a unique and extensive mandate, within a rapidly shifting and highly complex criminal
environment. Today, we face unprecedented operational challenges coupled with vast and
growing expectations of our workforce, at a time when human and financial resources

are limited. This report will lay out some of the incredible achievements of our dedicated
employees in Canada and around the world over the past year, and the strides we are
making toward modernizing our FP program for a 21t century law enforcement and labour

environment.

2021 was marked by significant events including
the emergence of new COVID-19 variants, the
discovery of unmarked gravesites at former
residential schools, and extraordinary floods

and wildfires. The pandemic continued to impact
Canadians’ medical, social, and economic health,
creating new challenges and opportunities both
for law enforcement agencies and for criminal
organizations. While some organized crime groups
were stymied by pandemic-related restrictions,
many have demonstrated resilience and adapt-
ability, and have found new ways to advance their
agendas. FP has taken a broad range of actions
over the past year to adapt to these evolving
realities and meet our ultimate goal of keeping
Canadians safe and secure.

n RCMP Federal Policing | Annual Report 2021

Throughout 2021, FP fulfilled its primary mission
to investigate the most serious criminal threats to
Canadians. Project OLUNAR is one example of a
successful cybercrime collaboration between the
RCMP and the FBI which resulted in Canadian
charges against one individual, the seizure of
719 bitcoins (with an estimated value at the

time of seizure of $34 million), and the return

of $2.8 million dollars to Canadian victims.

We also expanded our International Network this
year, opening two new foreign post locations in
Lagos, Nigeria and Tokyo, Japan. These new posts
will supplement our ongoing work to combat trans-
national and serious organized crime, cybercrime,
and child sexual exploitation. Our police officers



and analysts deployed abroad continued to work
effectively with international partners to advance
investigations with a transnational nexus. In 2021,
this work included fugitive apprehension in Europe,
hostage takings in Haiti, and a kidnapping which
was ultimately resolved with the safe return of a
child to Canada.

We have continued to support investigations at
home and abroad by producing strategic intelligence
to support decision-making on global threats. We
have also provided essential operational intelligence
support to RCMP operations and investigations.

FP achieved a critical milestone in 2021, finalizing
plans to stand up the new RCMP Operations
Coordination Centre (ROCC). The ROCC is a state-
of-the-art facility designed to enhance the RCMP’s
ability to manage and monitor significant events. As
the 24/7 single point of entry to receive, assess, and
triage information from all sources, the ROCC will
provide vaue-added assessments and contribute

to impactful operations.

As a member of the Government of Canada’s
Security and Intelligence Threats to Elections
Security Task Force (SITE TF), FP Intelligence and
Protective Operations also provided critical sup-
port for the federal election. And, as part of our
ongoing efforts to combat terrorism, the RCMP
recommended the addition of five new entities to
Canada’s Criminal Code terrorist listing regime
in 2021. This will prevent these entities from par-
ticipating in Canada’s financial system, thereby
eliminating many possible avenues for profits.

FP also collaborated closely with our partners over
the last year to prevent, deter, and detect illegal
activity at the Canada/USA border. Key initiatives
included the creation of a National Arctic Working
Group to enhance cooperation, establish the
RCMP’s posture in the Arctic, and launch the public
awareness campaign “Be our Eyes and our Ears”.

As always, we continued to seek innovative ways

to adapt to change in our environment in 2021. The
recent creation of Civilian Criminal Investigator pos-
itions in FP is an important example of our efforts to
diversify our workforce to ensure we have the skills
and expertise we need to fight today’s and tomor-
row’s criminality. We also advanced Gender Based
Analysis Plus (GBA+) as a key priority in our national
staffing efforts, and integrated a diversity lens into
areas such as the Witness Protection Program (WPP)
and Covert Operations.

While | want to showcase in this report some of
the great work being done by FP, | also want to

be clear that we are striving to fulfill our mandate
under great strain, as resources are increasingly
scarce. We are developing innovative and often
ground-breaking ideas in organizational design and
human resources, and seeking to make the most
efficient and effective use of all of our resources.

| am very proud of the successes accomplished

by our devoted employees, despite our operational
and administrative challenges. | invite you to read
in the coming pages about our many achievements
in the past year, and how FP contributed to a

safer Canada.

Mike Duheme,
Deputy Commissioner Federal Policing
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Federal Policing

Achievements in 2021

365 .
days/year of full-time protection PI’OT@CUOH

provided to the Prime Minister
and the Governor General

36

new Close Protection
officers trained

8,994

charges laid under the Criminal Code or
other Federal Acts, including 95 charges
related to money laundering/proceeds
of crime, 27 charges related to organized
crime, and 104 charges related to drug
importation/exportation

visits by foreign dignitaries and
ambassadors for which protective
services were provided

RCMP§art9icipants Enforcement 8,520

completed the National people charged as a result
Security Criminal of FP investigations

Investigations course

100,000

documents processed in
various languages by the Data
Operations Tactical Sciences 47
Unit using the St. ROCH participants from RCMP and
platform to support ongoing policing partners trained on
investigations the Proceeds of Crime and
Money Laundering course
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8,121

drug seizures, including
19,479 opioid pills/tablets,
2,280 kilos of cocaine, and

16,038 kilos of cannabis

K

firearms seized

Disruption

719

bitcoins seized with an estimated value
of $34 million at the time of seizure,
and $2.8 million returned to Canadian
victims under Project OLUNAR

Prevention

o
7O\
O O
(a YA

110

information bulletins shared with
the First Responder Terrorism
Awareness Program (FR-TAP)
network, which includes more

than 3,000 contacts from various

strategic partners

Assistance provided to
domestic partners on more
than 3,440 new files, and
to international partners on
more than 3,554 new files*

2>

Domestic and
International
Collaboration

33

RCMP officers deployed in
9 peacekeeping missions
around the world

49

Liaison Officers and
14 Criminal Intelligence

Analysts deployed abroad

o 3,418

downloads of FP Prevention
and Engagement publications
by RCMP employees

Domestic includes assistance to Canadian Federal, Provincial and Territorial Departments/Agencies, Canadian police

agencies and non-government Canadian agencies. International includes foreign police agencies, foreign INTERPOL
offices, FBI, U.S. police agencies and U.S. non-police agencies. Excludes BC Prime data; therefore, this number is

under-represented.




What We Do °

Federal Policing | Vision and Mandate

Vision

Protect Canada, its people, and its interests against the greatest domestic
and international criminal threats.

Mandate

Multi-faceted mandate with authorities provided under more than 250 federal
statutes and Acts of Parliament.

Enforce federal laws, secure Canada’s borders, collect criminal intelligence, and ensure
the safety of critical infrastructure, internationally protected persons, other designated persons,
and democratic institutions.

Investigate criminal activity related to national security, serious and organized crime,
and financial crime.

Federal Policing | Scope of Service

N

THREAT TO: SCOPE: HORIZONTAL INITIATIVES:
Canada’s economic integrity International for which Federal Policing has
Integrity of GOC'’s systems / Inter-jurisdictional with national received specifi(.: direction

programs implications and funding
National security Canada / US border

Critical infrastructure

Federal Policing | Priorities

&

NATIONAL SECURITY TRANSNATIONAL AND SERIOUS CYBERCRIME
ORGANIZED CRIME
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RCMP Federal Policing Priorities: 2020 — 2023

Founded on intelligence

Federal Policing Operations must be supported and
informed by intelligence to ensure operational decisions
are based on the best information available.

NATIONAL SECURITY

Criminal activities that threaten
Canada’s national security through
terrorism, espionage, sabotage, or
subversion

Key target activities

%

Terrorism
Criminal activities by groups or
individuals planning or undertaking
terrorist attacks or other acts of
violent extremism within Canada,
or against Canadians, Canadian
interests, or allies

1111'

Foreign Interference Activities
Criminal activities including
espionage, sabotage, and other
forms of interference that threaten
Canada’s economic security,
undermine the country’s social
cohesion, or threaten the integrity
of Canada’s critical infrastructure

Priority-focused

Within the scope of service, Federal Policing has three
priority themes: National Security, Transnational and
Serious Organized Crime, and Cybercrime. Within each

theme, there are Key Activities to target.

TRANSNATIONAL AND SERIOUS

Criminal activities that cross
international and/or provincial
borders, carried out by organizations,
networks, or entities that use Canada
as a destination, transit point,

or safe haven

Key target activities

RO

Organized Crime
Major criminal operations, especially
(but not limited to) those involved
in trafficking drugs, humans, or
weapons; or in the proceeds
from these crimes

RO

Money Laundering
Criminal activities by money
controllers and their associates, and
by the transnational networks that
support them in moving criminal
proceeds to, from, or through
Canada

- TN
;; Y
Border Integrity

Serious criminal activity at seaports,
airports, or between ports of entry

CYBERCRIME

Cyber-enabled crimes by domestic
or international cybercrime networks
and actors targeting Canadians or
Canada’s critical infrastructure

Key target activities

&

S—
P =zzzzzn

Transnational and serious
organized crime Cyber-Enabled
Criminal Activity
Cyber-enabled criminal activity
directed by, or in support of,
organized crime groups targeting
Canadians or Canada’s critical
infrastructure, and which is beyond
the scope and capability of
jurisdictional police forces

Foreign Influenced Cybercrime
Cyber-enabled criminal activity
directed by, or in support of,

a foreign state




FP is facing a rapidly evolving operational landscape, driven by unprecedented technological
advances, shifting geo-politics, increased sociopolitical polarization, growing financial disparity,
and the impacts of climate change. All of these shifts have created considerable uncertainty
and new vulnerabilities to be exploited in an increasingly borderless criminal threat landscape.

In response to this complex environment, gov-
ernment partners and the public we serve have
continually increased their expectations of FP to
address critical law enforcement priorities, while
also exercising greater leadership in law enforce-
ment, and providing expertise in support of broader
public safety policy initiatives. FP’s current priorities
reflect this ever-more sophisticated and inter-
connected threat environment. Some of the key
concerns on our radar at this time include:

>

10

Hostile activities by state actors (HASA),
and foreign actor interference (FAI);

Increased exploitation of vulnerabilities by
transnational organized crime groups;

Money laundering, financial crime, terrorist
financing, and capital market enforcement;

Economic security, safeguarding research,
and protecting critical infrastructure;

Emerging technologies, space,
telecommunication security,
encryption, and smart cities;

RCMP Federal Policing | Annual Report 2021

Environmental and health security
related to climate change, pandemics,
and natural disasters; and emergency
response capabilities;

Border management, shifting migration
patterns, and secure travel;

Protecting democratic institutions,
and election security;

Ransomware, advanced persistent
threats, mass fraud, crypto currencies,
and encryption;

Violent extremism and terrorism
(Ideologically Motivated Violent Extremism
[IMVE], Religiously Motivated Violent
Extremism [RMVE], and Politically
Motivated Violent Extremism [PMVE]),

Protective services, ministerial security,
security of designated officials, and
security of major events.

=




Intelligence
Informed-Policing

Program Description:

» FP Intelligence plays a crucial role in addressing our federal law enforcement priorities in
National Security, Transnational and Serious Organized Crime (TSOC), and Cybercrime.
In the law enforcement context, intelligence is derived by analyzing raw information from
a range of sources, and using it to produce intelligence that can be understood and has
value to a criminal investigation. This function is essential to the effective prevention of
criminal activity, and also to the efficient and strategic allocation of investigative resources.

FP Intelligence is also mandated to advance federal of policing under the RCMP’s mandate. In the

and international criminal investigations, support complex, globally interconnected, cyber-enabled
strategic and operational decision-making, and criminal environment that FP seeks to impact, a
inform organizational priorities through intelligence strong and professional intelligence function is
collection, analysis, and reporting. FP Intelligence a required asset.

is responsible for criminal intelligence at all levels

Highlighted Initiatives:

» Over the past year, FP Intelligence has undertaken a swathe of important initiatives to
improve information sharing, enhance partnerships, and professionalize its workforce.

FP Intelligence has produced numerous integrated
and joint products with Government of Canada

(GoC) intelligence counterparts and international In 2021, FP Intelligence and International
law enforcement partners, addressing a wide Policing (FP I&IP) finalized plans to stand
range of enforcement priorities and contributing up the new RCMP Operations Coordination
to effective investigations, as well as guiding Centre (ROCC). The ROCC is a state-of-the-
resource deployment in the field. art facility designed to enhance the RCMP’s
ability to manage and monitor significant
The program has also undertaken strategic HR events such as the 24/7 single point of entry
planning internally, to chart a path to a highly to receive, assess, and triage information

specialized and diverse analytical workforce, from all sources.
which is imperative for effective, modern
intelligence analysis.
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Success Stories:

» In 2021, FP Intelligence contributed to the success of a number of operational priorities.

= Hardened Secure Communications (HSC):

FP Intelligence developed intelligence packages
containing in-depth analysis of transnational
organized crime’s use of encrypted communications
devices, or Hardened Secure Communications
(HSC). These devices have been linked to homicides,
weapons and drug trafficking, money laundering,
tax evasion, and corruption in Canada and abroad.
Understanding how these devices are integrated
into the activities of organized crime groups (OCG)
is critical to the detection, prevention, disruption,
and denial of organized criminal activity in Canada
and beyond.

— Elections Security:

FP Intelligence also provided dedicated intelligence
support for the 44" Federal Election, as a member
of the GoC’s Security and Intelligence Threats to
Elections Security Task Force (SITE TF). The SITE
TF is a government-wide team, collaborating to
mitigate threats to Canada’s electoral process. FP
Intelligence participated in this joint effort in support
of FP as the key investigatory body for Elections
Canada where criminal activity influencing electoral
processes is suspected.

Challenges:

= [International Financial Crime:

In the realm of financial crime and fraud, FP
Intelligence produced analysis revealing an inter-
national scam network which had amassed almost
$2 million in stolen funds, involving nine subjects
of interest, thirteen money mules, twenty-five bank
accounts of interest, and twenty-five victims. FP
Intelligence also continued its important role of
reviewing foreign investment files to determine if
they posed potential injury to Canada’s national
security as per the Investment Canada Act.

= |llegal Firearms:

Finally, FP Intelligence facilitated meetings with
the Canadian Firearms Program to discuss United
Nations Office on Drugs and Crime (UNODC)
initiatives on firearms in the Caribbean, including
integrated firearms fusion centers, and any links to
Canada that may be of interest for criminal inves-
tigations. lllegal firearms are a high priority for law
enforcement in Canada, and addressing this issue
is fundamental to making Canadians feel safe.

» FP Intelligence faces a number of strategic, operational, technological, and
resource-based challenges. Geo-political and technological developments have
driven a shift to new forms of criminal activity that are increasingly sophisticated and

more difficult to investigate and prosecute.

Technological advances continue to produce new
channels for criminals to connect, communicate,
and hide from law enforcement, and the skills
and expertise needed to uncover and decrypt
these channels are scarce. Through strengthened
relationships with key stakeholders, increased
information sharing on areas of mutual interest,

RCMP Federal Policing | Annual Report 2021

and more coordinated and collaborative activities
with intelligence and law enforcement partners,
FP Intelligence continues to direct all of its
energies at mounting an effective response to
the most pressing challenges emanating from
the threat environment.

ecccoe
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Ensuring the Safety of Canadians

Against the Most Serious Threats

Program Description:

» FP employs a wide range of strategies to combat serious and complex criminal threats,
detection, prevention, disruption and enforcement actions.

Detection is a proactive strategy used to identify
and assess new and emerging threats early on.
Detection is achieved through intelligence and
information gathering processes, both within the
RCMP and in collaboration with partner agencies.
When a serious threat is detected, one or more
subsequent strategies can be brought to bear

on the threat.

Prevention involves taking measures to reduce
the likelihood of crime occurrence or victimization,
including efforts to address the root causes of
crime. Prevention often starts with awareness. As
such, FP has built several programs to raise pub-
lic awareness of emerging threats, and encourage
reporting of suspicious incidents. FP also works
to prevent crime by training RCMP employees and
other partners to increase their knowledge and
understanding of serious criminal threats, and

by referring individuals at risk of offending to
community support services.

Disruption is the strategy of delaying, interrupting,
or complicating the commission of criminal offences
or related activities by individuals or criminal net-
works. Disruption efforts may be used to avoid harm
that could be caused by crimes such as terror-

ism, or to prevent criminal entities from smuggling
illicit goods or trafficking drugs across the border.
Examples of disruption activities include drugs and
firearms seizures, dismantling of clandestine labora-
tories, asset freezing and forfeiture, peace bonds
and other court conditions, financial intervention,
immigration inadmissibility, and lawfully dismantling
cybercrime infrastructure and assets.

Enforcement refers to the ability to compel
compliance with the law. The most common law
associated with police enforcement is Canada’s
Criminal Code; however, RCMP officers can lay
charges under several other Acts as well, including,

but not limited to, the Controlled Drugs and
Substances Act, the Investment Canada Act,
and the Firearms Act.

All of the above strategies can be used during the
course of an investigation, at the discretion of law
enforcement. In some cases, disruption can be a
preferable strategy for interrupting potential harm
to Canadians than the laying of a criminal charge.
In other instances, it is best to refer an at-risk
individual to an external agency to prevent them
from offending in the first place.

Did you know?

1.6 is the average number of years required
to complete a FP project-based investigation.

Transnational and Serious Organized
Crime: 2.4, Cybercrime: 2.0,
National Security: | .9, Other: 0.6

Project-based investigations are often highly
complex. These can take several years to com-
plete, from the time investigative resources are
assigned, until the case is concluded. Multiple
factors influence the duration of a project,
including the available investigative resources,
the type of criminal offence involved, the scope
(domestic or international nexus), the tools and
techniques used to advance the investigation,
and court disclosure requirements.
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National Security:

An Evolving Landscape

Program Description:

_

P The first priority of the Government of Canada is to protect the safety and security of
Canadians both at home and abroad. Under the Security Offences Act, the RCMP has
the primary responsibility to perform peace officer duties in relation to criminal offences
that constitute a threat to the security of Canada as defined in the Canadian Security
Intelligence Service Act. These threats include: the threat/use of violence for a political,
religious or ideological purpose; espionage or sabotage; foreign-influenced activities, and
activities leading to the destruction or violent overthrow of the government. The RCMP
is also the primary investigative agency for activity prejudicial to the safety interests of
Canada (e.g. unlawful communication of special operational information) and for incidents
involving the security of an Internationally Protected Person. The RCMP works in
collaboration with intelligence and law enforcement partners to fulfill these functions

under its national security mandate.

National Security criminal investigations are often
complex, multijurisdictional, and resource intensive.
They can require high levels of cooperation amongst
domestic and international law enforcement and
security and intelligence partners. The inherent

Success Stories:

complexity of these types of investigations frequently
entails bringing together dedicated teams of police
officers, intelligence analysts, technical and case
management specialists, prosecutors, and other
subject matter experts.

= Terrorist Listing Regime:

Throughout 2021, the RCMP became a leader, both
domestically and with partners abroad, in identifying
and disrupting ldeologically Motivated Violent
Extremism (IMVE) entities through the use of the
Criminal Code Terrorist Listings Regime. Adding
new entities to the list demonstrates the RCMP’s
commitment to combating terrorism in all forms,
while providing for meaningful disruption oppor-
tunities for law enforcement. Furthermore, entities
that have been added to Canada’s terrorism list are
prevented from participating in Canada’s financial
system, which helps to eliminate possible avenues
for profits and funding.

RCMP Federal Policing | Annual Report 2021

In 2021, the RCMP recommended the addition

of five new entities to Canada’s terrorist entity

list, including three IMVE entities: Atomwaffen
Division, Aryan Strikeforce, and James Mason. The
vast majority of charges for terrorism offences in
Canada have been linked to listed terrorist entities.
James Mason alone has been connected to over
thirty terrorist entities worldwide, through his
literature which is believed to have inspired various
IMVE threat actors. By adding him to Canada’s
terrorist entity list, the RCMP is afforded additional
tools with which to detect and disrupt IMVE threats
with a link to Mason.




= Extra Territorial Investigations:

In recent years, there has been an increase in the
number of international criminal cases involving
Canadian citizens. In response to this trend, FP
has assembled a dedicated team of specialists
trained in international investigations, analysis, and
negotiations. This team specializes in investigating
crimes committed outside of Canada, working col-
laboratively with Government of Canada partners
and victims’ families to facilitate the safe resolution
of extra territorial cases — notably, extra territorial
hostage takings. The team also supports the asso-
ciated criminal investigations led by FP Integrated

Did you know?

Online Space - Propaganda and Inspiration:

Radicalization to violence in the national
security context occurs when an individual

or a group comes to adopt extreme views or
ideologies that justify the use or advocacy of
serious violence to achieve a political, religious,
or ideological objective. Holding extreme views
is not illegal, nor necessarily problematic. Law
enforcement is engaged when radicalization

to violence takes place. There are various
factors which can influence an individual on
the path towards radicalization to violence,
which include personal stressors, mental
health challenges, in-person affiliations, online
engagement, and family dynamics.

In the IMVE space, radicalization to violence
in Canada often appears to be facilitated —
at least in part — by engagement with
propaganda and the expression of ideological
grievances within likeminded communities of
individuals online. Vulnerable persons, such
as young people and the disenfranchised, as
well as people looking for a sense of belonging,
acceptance, and adventure, may be more
susceptible to violent extremist propaganda
and other messaging disseminated by ideo-
logically motivated influencers online. Violent
extremists continue to use online and digital

National Security Enforcement Teams (INSETSs)
across Canada.

Over the past two years, following the positive
resolution of a highly demanding extra territorial
hostage taking, FP resources have been directed
toward building internal and external capacity in
this sphere. This has improved information sharing
practices, increased FP’s capacity to inform and
enable international partners to impact ongoing
cases positively, and increased cooperation from
key partners within the international community.
Ultimately, it has improved FP’s efficiency in
responding to these unique cases.

platforms, including encrypted platforms,
to disseminate and consume violent
extremist propaganda.

Methods of disseminating such propaganda
have evolved over time to reach target
audiences more effectively. Ideologically
motivated individuals are adept at using
social media platforms, online video sharing
websites, and video games to share satirical
or “edgy” memes and content to normalize
racist, bigoted, misogynistic, and violent
messages. The anonymity offered by online
and digital platforms creates challenges

for police in identifying individuals active
online who may be mobilizing to violence.
Distinguishing between lawful freedom of
expression and unlawful activity is another
ongoing challenge in the online space.

Disseminating and consuming extremist
propaganda is not a crime; however, material
that utters threats, willfully promotes hate,
and advocates violence are some examples
of activity that could meet the criminal threshold.
Balancing freedom of expression under the
Canadian Charter of Rights and Freedoms
with the need to ensure public safety is an
important consideration for law enforcement.
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Spotlight on

National Security Accountability and Transparency

The RCMP’s FP program endeavours to be as transparent as possible to maintain public
trust and build confidence with Canadians in respect to how we carry out our mandate.

The RCMP’s FP activities are subject to review

by various federal bodies, including the Civilian
Review and Complaints Commission for the RCMP,
Privacy Commissioner, Auditor General, and
Canadian Human Rights Commission, amongst
others. In addition, the RCMP’s national security
and intelligence activities are subject to review

by two independent external review bodies with

a national security and intelligence mandate: The
National Security and Intelligence Review Agency
(NSIRA) and the National Security and Intelligence
Committee of Parliamentarians (NSICOP).

1. NSIRA is responsible for reviewing national
security and intelligence activities across the
Government of Canada. NSIRA also assumed
responsibility for investigating national
security-related public complaints against
RCMP from the Civilian Review and
Complaints Commission (CRCC).

2. NSICOP consists of members from both
Houses of Parliament from all major parties
and has a broad mandate to review Canada’s
national security and intelligence organizations.

To support their reviews, FP’s National Security
External Review and Compliance (NSERC)
Directorate acts as the RCMP’s central point

Did you know?

In 2021, the RCMP contributed to:

> 11 external reviews, 2 annual reports
(10 by NSIRA and 3 by NSICOP).

» 3 reviews are now completed,
with 10 ongoing.

Dedicated thousands of hours to
supporting national security and
intelligence external review.
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of contact for NSICOP and NSIRA. NSERC leads
and coordinates the responses, on behalf of the
RCMP, to these external review bodies, while also
capturing lessons learned and best practices to
inform policy development, as well as enhance
the RCMP’s internal policies, practices and stan-
dard operating procedures. To date, NSERC has
provided both NSICOP and NSIRA with extensive
access to RCMP information, documents, records,
and subject matter experts.

The NSERC is also the strategic policy centre for the
implementation of, and continued compliance with,
the Order in Council (OiC) on Avoiding Complicity

in Mistreatment by Foreign Entities as well as the
Security of Canada Information Disclosure Act
(SCIDA). As part of this work, NSERC prepares
annual reports on the RCMP’s compliance with the
OiC to the Minister of Public Safety and Emergency
Preparedness. This report is then shared with NSIRA,
NSICOP and the CRCC. NSERC also prepares annual
reporting to NSIRA on its use of SCIDA.

With respect to public complaints, NSERC manages
all national security-related complaints that the
RCMP receives from NSIRA. This includes com-
plaints relating to the denial or revocation of
security clearances.

Responded to over 200 detailed questions
from NSICOP and NSIRA.

Provided access to thousands of RCMP
documents and records.

Held over 20 briefings, meetings or interviews
with review staff.

Provided office space and building access
to NSIRA to conduct classified research.




Compliance with the ACMFEA in 2021

The 2021 RCMP annual public report on Avoiding Complicity in Mistreatment by Foreign Entities is
available online and can be found on the RCMP’s external website: https://www.rcmp-grc.gc.ca/en/
rcmp-annual-public-report-the-ministerial-direction-avoiding-complicity-mistreatment.

National security-related public complaints in 2021

> 5 national security-related public complaints > Currently, a total of 10 national security-
received against the RCMP in 2021. related complaints are active — comprised

of 3 from 2019, 5 from 2021, and 2 from

> 0 national security-related public complaints 2021 that the RCMP is assisting another

against the RCMP were closed in 2021. federal government department with.
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A Pervasive Threat

Program Description:

P Serious and organized crime in Canada is a multi-faceted and borderless problem,
impacting all Canadians directly or indirectly. The RCMP works in partnership with
local and international law enforcement partners, government agencies, industry,
and communities to disrupt and prevent the illicit traffic, diversion, and proliferation

of strategic goods and technology.

Nationally, the RCMP FP Serious and Organized
Crime program (FPCO SOC) focuses on national
coordination, intelligence gathering, and disruption
of global criminal networks like traditional organized
crime, cartels, outlaw motorcycle gangs, and

Highlighted Initiatives:

international drug trafficking. Divisionally, Federal
Serious and Organized Crime resources (FSOCQC)
are embedded in every RCMP division to lead
investigations and gather intelligence on the
greatest SOC threats in the country.

- Hardened Secure Communications:

Keeping up with technological advances in the
organized crime world is critical for effective

law enforcement today. Hardened Secure
Communications (HSC) makes use of modified
cellular devices and applications that enable users
to communicate privately and anonymously via
end-to-end encryption. As noted previously, this
technology is used by organized crime groups as

a means to circumvent law enforcement’s ability to
lawfully intercept communications, and has proved
to be a significant facilitator of criminal activity, in
Canada and around the world. In response, SOC
investigators have sought this year to better under-
stand and collaborate in this important area. In
2021, FP established an HSC Working Group and
HSC review team to develop and promote a nation-
ally integrated approach to operations, intelligence
sharing, target identification, and education. The
team has already been able to make some key rec-
ommendations on how the RCMP and Canada can
become leaders and strong partners in conducting
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investigations into HSC companies and their end
users. To date, this collaborative approach has
identified several providers, and has attained
access to significant amounts of data for

future investigations.

= Enhancing Relationships:

Cooperating with law enforcement partners, at
home and abroad, is vital to successful operations.
In 2021, FP made significant efforts towards
enhancing our relationship with the US Drug
Enforcement Administration (DEA), with whom

we share important components of our mandate.
Working level meetings were held to further the
common goals of establishing clear processes

for collaboration, intelligence sharing, and capacity
building. In 2022, the RCMP will renew the DEA-
RCMP Memorandum of Understanding, and
establish an on-call schedule to ensure 24/7
availability to respond to urgent DEA requests.
This will set the stage for expanded and effective
inter-agency operations with this important partner.



Success stories:

= Joint Force Operations:

Cooperating with law enforcement partners can

be a highly effective way to achieve common
operational objectives. In 2021, the case of
Project OPTIMUS highlights the effectiveness of
the Combined Forces Special Enforcement Unit
(CFSEU) multi-jurisdiction model. The investigation
began under the Greater Toronto Area Combined
Forces Special Enforcement Unit (GTA CFSEU), in
relation to criminal activity involving drug trafficking
and firearm-related crime. Ultimately, seven individuals
were charged with a total of fifty offences, and
more than forty kilograms of suspected cocaine,
250 grams of suspected MDMA, $84,000 in cash,
four illegal firearms, and additional offence related
property were seized as a result of this investigation.

= Human Trafficking:

Human trafficking is a global crime in which men,
women, and children are recruited and transported
for the purpose of sexual or labour exploitation.
Individuals living in poverty are particularly vul-
nerable to human trafficking, as traffickers often
target victims that can be tricked or lured by taking
advantage of poverty in their country, or their hopes
for a better future. In 2021, a joint investigation
was undertaken by the Hamilton-Niagara Regional
Detachment of the RCMP and the Canada Border
Services Agency (CBSA) into human trafficking

by a group of individuals who were believed to

be facilitating the entry of foreign nationals from
Mexico, in Ontario and Quebec. Searches revealed
approximately eighty foreign nationals residing

in sub-standard conditions. Six individuals were
charged in connection with these foreign nationals.
The successful outcome of this investigation high-
lights how effectively the RCMP is able to work
with partner agencies to ensure the safety of all
people in Canada.

= lllegal Firearms:

As communities across the country have faced

a steady increase in gun-related crime over the
past several years, the Government of Canada
has made strengthening Canada’s gun laws a high
priority. New regulations seek to prioritize public
safety and effective police work, while respecting
responsible firearms owners. As of May 1, 2020,
the Government of Canada has prohibited over
1,500 models of assault-style firearms, and certain
components of some of these newly prohibited
firearms. Last year, FP conducted a successful
investigation into the importation of a prohibited
firearm device, after a package containing a
firearm silencer was intercepted by the CBSA.

A warrant was obtained to search a home just
outside of Quebec City as a result of this intercept.
Homemade bombs were found at the home, along
with reactive substances and several chemicals
including potassium nitrate. A Quebec man was
charged with possession of prohibited devices
without a license, and careless storage of a
restricted weapon. Further charges have not

been ruled out, as the investigation is ongoing.

= International Drug Trafficking:

Transnational organized crime is never stagnant; it is
a constantly evolving industry that adapts to market
trends and continually seeks to create new forms of
lucrative crime. However, drug trafficking remains
the most profitable form of business for criminals,
with annual value in the hundreds of billions. In 2021,
Manitoba RCMP conducted Project DRONE, an
investigation into a major international drug trafficking
network throughout that province and Ontario. An
estimated 81 kilograms of cocaine was seized, with
an estimated street value of $7.6 million. This seizure
is thought to be the largest of its kind in Manitoba his-
tory. The group’s successful disruption is a valuable
step toward FP’s ultimate priority: keeping Canadian
communities safe.

Top 5 Drug Types Most Frequently Seized

Other/Unknown

Amphetamines

Anabolic Steroids




Cybercrime:
An Exponential Threat

Program Description:

P The RCMP plays a pivotal part in investigating and disrupting cybercrime as part of
our role in the broader Government’s cyber community, and works closely with its
Government partners to foster a safe and secure cyber environment in Canada. The
RCMP generally interprets cybercrime to be any crime where cyber — the Internet and
information technologies, such as computers, tablets, personal digital assistants, or
mobile devices — has a substantial role in the commission of a criminal offence. This
can include technically advanced crimes that exploit vulnerabilities found in digital
technologies, as well as more traditional crimes that take on new shapes in cyberspace.

Cybercrime can be divided into two categories: 2. Technology-as-instrument — criminal offences
where the Internet and information technologies
1. Technology-as-target — criminal offences are instrumental in the commission of a crime,
targeting computers and other information such as those involving fraud, identity theft,
technologies, such as those involving the intellectual property infringements, money
unauthorized use of computers or mischief laundering, drug trafficking, human trafficking,
in relation to data; and, organized crime activities, child sexual exploit-

ation or cyberbullying.

The RCMP’s FP cybercrime investigative mandate focuses on “pure cybercrime,” which represents the
most significant threats to Canada’s political, economic, social, and reputational integrity.

The FP cybercrime mandate focuses on criminal activity that targets the federal government, threatens
Canadian critical infrastructure, threatens key business assets with high economic impact, or uses
computer systems to attack or compromise Canadian institutions — particularly when done by groups
or organizations acting on behalf of foreign states. The greatest impact under this mandate is realized
by conducting investigations that identify and target:

> cybercrime-as-a-service; > hostile foreign actors (state and non-state).

> criminal networks conducting illicit activity
in the cyber realm; and,
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Operational Focus:

P In this context, FP investigations focus on the following cybercrime enablers:

> malware developers and distributors;

> cybercrime infrastructure developers
and operators that facilitate cybercrime
(for example, botnets, forums,
and marketplaces);

Success Stories:

> disruption of Advanced Persistent
Threats (APTs); and,

> financial network operators that
facilitate laundering and monetization
of proceeds from cybercrime.

- Botnets:

In 2021, the RCMP participated in Project CIPHER,
an international cybercrime operation to neutralize
Emotet botnet, a malicious software designed

to exploit computer networks for money. First
detected in 2014, Emotet was believed to be the
starting point for some sixty percent of all cyber-
attacks, including ransomware. Emotet botnet was
considered to be one of the most widespread inter-
national criminal threats of the decade, eventually
evolving into a primary door-opener for computer
systems on a global scale.

The successful operation was a collaborative effort
involving Canada, the Netherlands, Germany, the
United States, the United Kingdom, France, Lithuania,
and the Ukraine, and was coordinated by Europol and
Eurojust. As a result of this joint operation, authorities
teamed up to seize command-and-control systems
and deploy a binary that neutralized the botnets,
thereby taking down the criminal infrastructure and
removing a critical threat to the online safety of
Canadians and our allies around the world.

= Disrupting Cybercrime Infrastructure:

In the last year, the RCMP took part in Operation
PalmBeach, an international effort to disrupt
DoubleVPN, an online encrypted communications
service specifically designed for, and used by cyber-
criminals. DoubleVPN had been heavily advertised
on both Russian and English-speaking underground
cybercrime forums as a way to hide the location and

identities of ransomware operators and phishing
fraudsters. The service was able to offer substantial
anonymity to clients by providing multiple layers

of VPN connections, and it was being deployed to
compromise networks all over the world.

In this coordinated effort between Canada and
international law enforcement partners, servers
being used to host DoubleVPN were seized across
the world. Dutch authorities covertly captured the
login and IP information of users attempting to use
DoubleVPN on the operation’s “Day of Action”.
The success of this operation was a blow to
perpetrators around the world who seek to remain
anonymous while engaging in criminal activity.

= Ransomware:

Ransomware has been a growing threat to industries
big and small, both public and private, with annual
costs now estimated to be in the tens of billions.
In another internationally collaborative effort, the
RCMP took part in Project OLUNAR in 2021, an
international effort to take down a Netwalker ran-
somware affiliate operating in Canada. Netwalker
is a Windows-specific, ransomware-as-a-service
crimeware product that encrypts and steals all

of the data that it breaches. After a successful
attack, victims are presented with a ransom note
demanding bitcoin payment in exchange for a

full decryption of the compromised data. On occa-
sion, samples of the stolen data are leaked online,
accompanied by threats to release the remaining
data on the dark web.
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The FBI and the RCMP conducted parallel
investigations leading to the execution of search
warrants in Canada and the seizure of 719 bitcoins
worth an estimated value of $34 million at the time
of seizure, and almost $700,000 in cash.

Challenges:

One individual pleaded guilty to the Canadian
charges, and was sentenced to seven years before
being extradited to face the US charges. He agreed
to forfeit the seized assets, and $2.8 million was
returned to Canadian victims via a restitution order.

P FP’s cybercrime program faces several key challenges in advancing operations. First, in
the area of cybercrime-as-a-service, is the availability of sophisticated and user-friendly
software. These span botnets, distributed denial-of-service attacks, credit card fraud,
malware, spam, and phishing attacks, all of which are sold directly through web sales

and on the dark web using cryptocurrency.

Another challenge is the victim response, whether
at the individual level or that of an organization or
institution. Concerns over reputational damage,
and a strong business drive to pay a ransom and
“get back online”, can lead to a reluctance to report
to law enforcement. Without comprehensive, accur-
ate, and timely reporting, it becomes very difficult
to mount an effective law enforcement response to
a cyber attack of any kind.
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Additionally, private handling of cyber attacks through
cyber insurers, the extensive use of non-disclosure
agreements, law firms, and private cyber security
companies are not conducive to fulsome cyber
investigations. Collectively, these challenges can
slow investigations and undermine effective law
enforcement in the cyber realm. FP is hard at work
in collaboration with domestic and international
partners to expand our understanding of these
threats, and to work together to address them.
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Protecting
our Borders

Program Description:

P The RCMP plays a critical part in maintaining Canada’s safety by ensuring border
security and law enforcement along the Canadian border in all domains: land, maritime,
and air. The RCMP and the CBSA share the primary responsibility of securing Canada’s
border at and between the official ports of entry from inbound and outbound criminal
threats. As the national police force, the RCMP is uniquely positioned to not only ensure
border integrity between the ports of entry, but to also conduct investigations and divert
resources to respond to significant border incidents. The Canadian border domain is
multifaceted and is subject to increasingly sophisticated organized crime groups, as
well as environmental and geographical challenges.

The RCMP’s FP Border Integrity program works
collaboratively with Canadian, American, and
other foreign law enforcement partners and agencies
on all aspects of operations related to Canadian
border security.

Highlighted Initiatives:

The overarching goal is to prevent, deter, and detect
illegal activity that may pose a threat to the safety
and security of Canada and Canadians, the United
States, and the international community.

= The North

The northern border is an area of growing interest
to FP. The Arctic poses a range of important oper-
ational and intelligence challenges, necessitating
close cooperation with domestic partners including
the Canadian Armed Forces, and with international

stakeholders from the Arctic states. In December
2021, Federal Policing founded and held an initial
National Arctic Working Group (NAWG) meeting to
enhance collaboration and determine the RCMP’s
posture in the Arctic. Participants included inter-
nal partners, other government departments, and
Indigenous groups and leaders.
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= The South = Border Surveillance
Canada’s southern border has also been a key On the technological side, the Asylum Project

locus of activity for the RCMP for many years, with involves installing cameras and sensors between
a high need for collaboration and open communica- regular ports of entry (POE) to monitor irregular
tion with our American partners. To enhance these migration over land border areas in British Columbia,

relationships, the Cross-Border Law Enforcement Quebec, and Manitoba. The project is progressing
Liaison Group (CBLE-LG) was restored in 2021. well throughout those regions and is expected to
This group acts as a platform to provide executive significantly enhance the RCMP’s border posture
level guidance to core agencies on cross-border in between regular POEs. In June 2021, FP Border
law enforcement initiatives. The five core partners Integrity launched the “Be our Eyes and Ears”
include the CBSA, the RCMP, the United States Campaign to raise awareness among Quebec
Border Patrol (USBP), the United States Coast residents, boaters, patrons and employees at ports,
Guard (USCG), and the United States Homeland marinas, and airports, to be on the lookout for signs

Security Investigations (HSI). The CBLE-LG is set of suspicious activity that may be happening.

to advance several initiatives that will improve

inter-agency information sharing, the identification EE——
of emerging trends for irregular migration, and
the alignment of human smuggling investigations.
The RCMP has assumed the role of chair of the
group for the next two to three years.

Did you know?

Canada shares the world’s longest undefended
border with the United States, stretching nearly

9,000 kilometres across land and water. The
RCMP’s ability to monitor traffic between POEs
has always been a challenge due to weather,
terrain, and size.

Success Stories:

= lllegal Firearms: and made landfall near Cornwall, Ontario. Three
large bags were unloaded from the boat into a
lllegal firearms are currently a high priority for vehicle which departed the area. Subsequently,
law enforcement and the Government of Canada, the RCMP conducted a roadside stop of the
and in 2021, FP’s Border Integrity program was vehicle and found 53 restricted and prohibited
responsible for two key operational successes pistols, 6 prohibited rifles, and 110 high capacity
in this realm. In March of 2021, RCMP officers magazines. This successful seizure demonstrates
arrested a 24-year old man and seized a cache of the effective partnership between various domestic

249 prohibited handguns in Sherbrooke, a Quebec  agencies such as Ontario Provincial Police (OPP),
town near the United States border. The arrest was  the Akwesasne Mohawk Police Service (AMPS),

made following a border surveillance operation of the Montreal Police, the Streté du Québec, the
a vehicle heading towards a rural road that crosses  RCMP Valleyfield Detachment, and the National
into the United States. Weapons Enforcement Support Team (NWEST).

As in all other areas of FP operations, collab-
oration with internal and external partners is
essential to effective border-related investi-
gations, and to achieving our goal of keeping
Canadians safe by diverting these weapons.

In November of 2021, members of the RCMP
Cornwall Integrated Border Enforcement Team
(IBET) commenced a firearm smuggling investiga-
tion after a boat crossed the St. Lawrence River
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= lllegal Drugs and Cash

In June 2021, an RCMP Integrated Border
Enforcement Team (IBET) in Québec arrested

two individuals and seized 351 pounds of cannabis
and $91,020 cash in Mansonville, QC. Prior to their
arrest, the two subjects were observed crossing
the border illegally, and one vehicle was located
by officers containing the illicit cannabis and cash.

Challenges:

One subject pleaded guilty in May 2022, and

is awaiting sentencing in Fall 2022. While there is
often an overlap between the Border Integrity
program and that of FP’s Serious and Organized
Crime program, enforcement efforts focused on
the particular environment of Canada’s borders
seek to ensure that such contraband is stopped
before it threatens the safety of Canadians.

» The COVID-19 pandemic and associated border restrictions and closures put a
significant pressure on RCMP border integrity resources across the country. At the
onset of the pandemic, the area between the POEs at the Canada-United States
border was identified as high risk, with a possible increase in exploitation by criminals
resulting from the restrictions imposed on persons entering and leaving Canada via
the POEs. This period of increased threat risk led to a change in posture and
reallocation of RCMP resources to the Canada-United States border.

Additionally, while irregular migration rates remained
fairly low from March 2020 to October 2021 as

a result of border closures, the lifting of border
restrictions and the Quarantine Act in November
2021, as well as other geo-political factors, caused
a significant increase in irregular migration crossings
between the official POEs. Interceptions from
November 2021 to December 2021 were 3,656
Canada-wide, in comparison to 590 interceptions
Canada-wide between January and October 2021.

FP’s Border Integrity program under FP Criminal
Operations continues to work with our Government
of Canada partners and the United States
government to seek mutually agreeable terms
and solutions for managing the flow of irregular
migration across our southern border, between
the official POEs.




Combatting ,_
Economic and Financial Crime

Program Description:

p Economic and financial crimes threaten the security of Canadians and the Canadian
economy. These crimes come in many variations, and are commonly committed by
organized crime groups and independent actors. FP Criminal Operations (FPCO)
Financial Crime (FC) is in charge of overseeing the operational response to the broad
spectrum of crimes that threaten the economic security and financial integrity of the
country. These crimes include money laundering, possession of proceeds of crime,
corruption, fraud, and market manipulation.

FPCO-FC develops and coordinates financial To combat financial crime, the RCMP investigates
crime training programs. It leads money laun- reports of laundered money, seeks to identify and
dering and integrated marketing enforcement seize profits and assets acquired from illegal activ-
team working groups, and represents the RCMP ities, records financial information about organized
at the Five Eyes Law Enforcement Group and its crime groups, and investigates reports of serious
sub-groups with respect to money laundering, fraud and corruption.

as well as working closely with other government
partners, stakeholders, and law enforcement
agencies both nationally and internationally.
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Highlighted Initiatives:

» FP followed a number of avenues to mitigate harm to Canada’s financial integrity in
2021, including criminal enforcement of related laws, regulatory action, and legislative
reform. FP also continued to develop new initiatives with key stakeholders to enhance
efforts to lawfully share information, and undertook joint operations to address money

laundering and proceeds of crime trends.

— Stakeholder Collaboration:

The RCMP is closely and proactively engaged

with many domestic and international partners

in operational and strategic initiatives to address
financial crime in its multiple forms. On the oper-
ational side, FP continued in 2021 to counter
criminal misconduct in Canada’s capital markets by
enhancing partnerships with Canadian Securities
Commissions to collaborate and develop strategies
to protect investors from fraudulent practices.

Also at this time, the Integrated Money Laundering
Investigative Teams (IMLITs) became fully staffed,
with the RCMP complement located in Quebec,
Ontario, Alberta, and British Columbia. These
teams are working to develop partnerships with
principal Anti-Money Laundering (AML) regime
partners, including the Canada Revenue Agency
(CRA), Public Prosecution Service of Canada
(PPSC), CBSA, Financial Transactions and Reports
Analysis Centre of Canada (FINTRAC), and the
Forensic Accounting Management Group (FAMG).
Together, these teams and partners will drive
effective operational responses to the most serious
money laundering threats in Canada.

At the strategic level, in July 2021, the Canadian
Integrated Response to Organized Crime (CIROC)
committee members endorsed the CIROC Money

Laundering Strategy. Led by the RCMP, the
Strategy will provide an operational central coordin-
ation mechanism across Canada to collectively
address the highest money laundering threats

by building and maintaining strong collaboration
between AML regime partners through three pillars:
Intelligence, Investigations, and Engagement
(including education and risk reduction).

In 2019, after the successful launch of British
Columbia’s Public-Private Financial Intelligence
Sharing Partnership, named the Counter lllicit
Finance (CIF) Alliance — British Columbia, FPCO-FC
started work on creating an integrative, compre-
hensive, and responsive coordination function at
National Headquarters to facilitate information
sharing with the provinces and Federal depart-
ments; provide high level stewardship of national
public-private partnership issues; ensure oversight
and effective governance; conduct analysis on
cross-jurisdictional issues; and connect regional
public-private issues to the Federal AML regime to
drive operational responses. CIF National partici-
pated in the Public Private Collaboration Steering
Committee (PPCSC) and was a member of a money
mules project which included major financial insti-
tutions. The project endorsed a public awareness
campaign on money mules, aimed at combatting
money laundering activity and victimization.




= Providing Expertise and Support

FP also continues to provide expertise and support
in key areas of financial crime. This includes the
complex world of cryptocurrency and related fraud,
a growing concern for law enforcement worldwide,
as losses for victims of scams involving cryptocur-
rencies continue to increase globally. The apparent
trend of criminals defrauding cryptocurrency users
suggests that this realm offers significant potential
for criminal opportunities. FP is currently expand-
ing national capacity through in-field and course
training, while assessing a centre of expertise to
support national operations.

In 2021, the RCMP also supported the Cullen
Commission of Inquiry into Money Laundering

Success Stories:

in British Columbia by providing expert testimony,
identifying emerging trends, and raising awareness
on the exploitation of virtual assets. The final Cullen
Commission Report was subsequently published in
June of 2022, containing comprehensive coverage
of a vast range of topics and recommendations
related to money laundering and the regulatory

and enforcement regime in Canada.

Finally, coordinated by FP, the RCMP Asset
Recovery Interagency Network (ARIN) Program
has increased awareness of international asset
recovery in 2021, having conducted several
national level presentations and strengthening
its relationship with the Department of Justice
International Assistance Group.

== Real Estate Investment Fraud

Real estate investment scams lure victims with
promises of making a lot of money, quickly and
easily. In 2021, FP conducted Project ALCAZAR,

a financial crime investigation pertaining to foreign
real estate investment fraud. One of the two men
accused in this case was a former Member of
Parliament. The pair had borrowed upwards of
$1.1 million fraudulently from personal contacts,
under the guise of using the funds for investment
properties in Pakistan. Two separate trials were
held. One of the individuals charged was ultimately
convicted on three counts of fraud over $5,000 and
one count of knowingly using a forged document,
and in October 2021, was sentenced to thirty
months in prison.

Also in 2021, Project KF-CLOSE yielded charges
following a theft and fraud investigation against a
real estate investment company. In this case, one
individual pleaded guilty to a charge of theft over
$5,000, and was sentenced to 2.5 years of federal
jail time.
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= |nvestment Fraud and Ponzi Schemes

Investment fraud can also take other forms, but
always rests on persuading victims to make invest-
ment decisions based on fraudulent information. A
scammer may try to sell them stocks or bonds, or
convince a victim to invest directly in a business.
Project KF-INSIDIOUS involved a complex inves-
tigation that resulted in FP obtaining Canada-wide
warrants for a husband and wife who were believed
to have operated a fraudulent investment company,
identified as Family First Dynasty Inc. in Millarville,
Alberta. The investigation uncovered a scheme that
allegedly defrauded clients out of their finances,
and resulted in over one million dollars lost by
victims. The subjects of the investigation were
eventually charged with theft over $5,000, fraud
over $5,000 and laundering proceeds of crime.

Fraudsters may also use classic pyramid or Ponzi
schemes to convince victims to give them funds. A
Ponzi scheme is a fraudulent investment scheme in
which the scammer pays returns to investors using
capital extracted from new investors, instead of



from legitimate investment profits. Ponzi scheme
operators lure new investors with unusually high
rates of return in the short term. The fraudster
makes a profit from fees on the “investments” or
by stealing the investors’ funds. Project KF-CALL
was an investigation in 2021 into a Ponzi scheme.
Following a referral from the Alberta Securities
Commission, FP investigated fraud allegations that
resulted in the loss of millions of dollars for various
investors between 2014 and 2016. Two individuals
were charged with fraud over $5,000, theft over
$5,000, and laundering the proceeds of crime.

= Money Laundering

Money laundering is a process by which the ori-
gins of illegally obtained money are concealed;
that is, money obtained through criminal activity.
Typically, this process involves transferring the
money through legitimate business or foreign
banks. In 2021, FP’s Integrated Money Laundering
Investigative Team (IMLIT) in the Greater Toronto
Area (GTA) charged a subject of Markham, Ontario
with four counts of knowingly providing false or
misleading information, contrary to the Proceeds of
Crime (Money Laundering) and Terrorist Financing
Act (PCMLTFA). As part of an investigation, the
RCMP received a disclosure from FINTRAC outlining
non-compliance by a company. The company is
registered with FINTRAC as a Money Services
Business (MSB), and is alleged to have knowingly
provided false or misleading information to
FINTRAC contrary to the PCMLTFA.
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Spotlight on Federal Policing

Specialized Policing Services

= Covert Operations

The RCMP’s Undercover and Human Source
Programs are managed by NHQ Covert Operations,
in collaboration with divisional counterparts. These
programs are considered to be among the highest
risk areas for the RCMP. The Undercover program
has built an international reputation as one of the
best of its kind, and has been recognized inter-
nationally for leadership in safety standards. On the
Human Source side, the FP program offers support
in the management and handling of police inform-
ants, an activity that is vital to our ability to gather
and monitor information on criminal organizations.
Police informants and agents are crucial to the
RCMP’s ability to conduct effective organized
crime and national security investigations.

In 2021, the teams completed 132 approval and
extension requests relating to major undercover
operations — almost double that of the previous
year. The teams are also responsible for delivering
covert training courses in support of operations,
including:

>  Specialized National Investigation
Course (SNIC): provides advanced
human source training;

> Online Undercover Training Course
(OUTCQ): trains undercover and cover
officers; and,

> Online Covert Employee Course:
provides specific training relating to
online undercover work.

Over the past year, NHQ Covert Operations has
increased its focus on employee well-being by
dedicating resources to the implementation of a
well-being strategy and through the creation of the
first-ever Covert Operations Advisory Committee
on Equity, Diversity, and Inclusion.
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— Data Operations Tactical Sciences

The introduction of cellular devices and encrypted
communications into criminal activity over the
past decade means that criminal investigations
now almost routinely generate vast amounts of
data that must be reviewed and analyzed. Images,
recordings, spreadsheets, documents, PDF files,
and more are downloaded in huge quantities from
seized devices, and the volume of data now avail-
able to law enforcement far exceeds our ability to
manage it manually. The Data Operations Tactical
Sciences (DOTS) Unit is mandated to provide
tailored data analytics and data science solutions
to assist analysts and investigators with the review,
analysis, interpretation, and visualization of their
high-priority investigational data, collected under
proper mandate and judicial authorization.

DOTS activities fall into three categories:
> direct tactical operational support;
> tradecraft development; and,
> research and development.
Examples of services include:

> algorithm development
and process automation;

> social media and
communications analysis;

> financial analysis;
> geo-data analysis; and,

> machine translation.



In 2021, the DOTS unit successfully contributed Some DOTS highlights from this past year include:
to a number of high-priority investigational files

on financial crime, cybercrime, serious organized > The processing and translating of more
crime, and national security, across multiple div- than 100,000 documents in multiple
isions. Through services and custom-built data languages using St. ROCH software,
solutions, DOTS was able to provide investigators which was accomplished in approximately
with investigational documents within weeks, as 19 hours. The use of human translation
opposed to months or years, saving hundreds if services or relying on resources across
not thousands of person-hours and dollars. DOTS the organization would have taken

also enabled investigative teams to discover new months of effort.

investigative avenues with regards to the collection
and presentation of evidence. Custom-built
investigational data visualization capability is

now being used to assist many investigations
relating to a myriad of crimes.

> The use of the St. ROCH platform in
support of an investigative file to process
seized data resulted in processing time of
approximately 100 minutes. Without the use
of St. ROCH, this task would have required
up to thirty employees working over a per-
iod of eight weeks.
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Contributing to Global Peace,
Security and Stability

Program Description:

P The source of global criminal threats may be far from Canadian shores, but their effects
are often felt at the local level. Through its International Operations program, FP deploys
policing resources in strategic locations around the world to conduct peace missions
and to disrupt transnational crime at its source, before it reaches Canada or affects
Canadian interests. This extends the reach of Canadian law enforcement internationally,
and is integral to advancing FP priorities abroad.

In the international space, FP is comprised of four
distinct components: the international platform
of liaison posts abroad, Canada’s INTERPOL and
Europol bureaus, capacity building and training, and
peace operations. Through these components, FP
detects, prevents, disrupts, denies, and responds
to threats to the safety and security of Canadians
and Canadian interests, while also supporting global
security and the rules based international order.
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Working horizontally with a wide range of domestic
and international partners, FP represents a unique
set of capabilities that works to identify and pursue
criminal matters linked to Canada.



Highlighted Initiatives:

= Aligning the RCMP’s International
Footprint to the Threat Environment

In recognition of the persistent and growing
threats from transnational organized crime and
online harms such as cybercrime and child sexual
exploitation, FP established new post locations
this year in Lagos, Nigeria; and Tokyo, Japan. In
2021, funding was secured to open two additional
new posts in 2022: Manila, Philippines; and San
Francisco, United States. These additional posts
will increase the organization’s reach, visibility,
and influence abroad.

= Capacity Building

In partnership with the International Association of
Chiefs of Police (IACP), FP successfully delivered
capacity building and equipment to law enforcement
partners in the Dominican Republic to help bolster
their capabilities to combat human trafficking and
human smuggling.

In partnership with Global Affairs Canada and the
Jakarta Centre for Law Enforcement Cooperation
(JCLEC) located in Semarang, Indonesia, FP
deployed a regular member to JCLEC beginning
in August 2021 to coordinate the delivery of cap-
acity building courses. The courses delivered were
under the funding umbrella of migrant smuggling,
and involved partnerships with authorities from
the United Kingdom, New Zealand, Australia, and
Indonesia. The course participants represented
various police forces throughout the Southeast
Asia region.

= Canada’s National Action Plan (CNAP) on
Women, Peace and Security (WPS)

FP continued to support the WPS agenda and suc-
cessfully deployed an increased number of women
on peacekeeping missions, at levels that far exceed
UN targets, ensuring that Canada remains a world
leader in this regard. FP also worked to support the
development of Canada’s third National Action Plan,
which was announced in June 2021, and remains
committed to further advancing the WPS agenda.

= Supporting the Reform of the Foreign
Information Risk Advisory Committee
(FIRAC) Process

FP is working to support the RCMP’s implementation
of Avoiding Complicity in Mistreatment by Foreign
Entities Act (ACMFEA) and related Ministerial
Direction. In 2021, FP worked with other units to
reform the RCMP’s FIRAC process, with a view
to modernizing our approach to profiling foreign
law enforcement entities with whom we share
information. This will continue into 2022-2023.




Success Stories:

== Reunited for Christmas == Girls Rescued in the Democratic

Republic of Congo
An eight-year-old was kidnapped in July by her

grandparents who took her to Turkey. After coordin-  Canadian police officers deployed to the United

ated efforts between the Calgary Police Service, Nations Organization Stabilization Mission in
INTERPOL, the National Centre for Missing Persons the Democratic Republic of Congo (MONUSCO)
and Unidentified Remains (NCMPUR), Turkish assisted an operation led by the Police Nationale
authorities, and the RCMP liaison office in Ankara, Congolaise in rescuing 53 girls from terrible con-
the child was found and reunited with her father ditions under the care of a local foundation. The
just before Christmas in December 2021. Canadian officers engaged the relevant partners
to provide medical care and safety for the girls. A
— Hostage-takings in Haiti suspect who was deemed to be responsible for

In 2021-2022, FP supported Canadian law enforce- their treatment was arrested and is on trial.

ment’s response to a surge in hostage-takings
in Haiti targeting Canadians, which averaged
approximately one every six weeks — sometimes Did you know?
multiple at once. Working closely with the Police
Nationale d’Haiti (PNH), domestic and foreign law
enforcement, and other government departments, in 2021,
FP helped ensure the safe and speedy release of RCMP personnel were deployed in
\gﬁtﬁnlz’ :gddrézgﬁmsﬁfrz(;il_\/ely working with the 35 countries around the world.
— Fugitives in an Organized Crime 33 RCMP officers and 36 non-RCMP
Murder Arrested in Europe officers participated in peacekeeping
missions abroad to help rebuild or strengthen
police services in countries experiencing
conflict or upheaval.

Two suspects in the organized crime-linked murder
of a man in Hamilton, Ontario, were arrested in
June 2021 after fleeing to Budapest, Hungary.
They were located and arrested following cooper-
ation between the Hamilton Police Service and
INTERPOL offices in Ottawa, Budapest, and
Bratislava. One has been returned to Canada to 49 liaison officers and 14 criminal
face trial, and the return of the other is pending. intelligence analysts were deployed in
strategic locations around the world to
support investigations in host countries that
have a nexus with Canada.

Of that number, 35 % were female officers.

5 cybercrime investigators were deployed
abroad to work with international partners to
investigate cybercrime related to Canada.
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RCMP GLOBAL FOOTPRINT

RCMP global footprint is inclusive of Liaison Officers, Criminal Intelligence Analysts and Peace Officers.

Some locations may have a combination of Liaison Officers, Analysts and/or Officers deployed on peace
operations posted at the same location.
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Protecting Canada’s Most
Fundamental Democratic Institutions

Program Description

p» Protective Policing is comprised of two programs — Protective Services,

and the Canadian Air Carrier Protective Program.

= Protective Services >

Through the Protective Services program, FP
ensures the safety and security of individuals,

sites or events designated under the law to receive
such protection. The mandate is derived from the >
RCMP Act & Regulations and the Criminal Code,
as well as other Acts and International Conventions
including the Foreign Missions and International
Organizations Act, and the Vienna Convention on
Diplomatic Relations. As such, it is the respons-
ibility of the RCMP to protect, inside or outside
Canada, whether or not there is an imminent threat
to their security:

Any other Canadian citizen or permanent
resident who is designated by the Minister
of Public Safety for the period designated
by the Minister;

Any person who qualifies as an
“internationally protected person”,
as defined in section 2 of the
Criminal Code; and,

Any other foreign national who is
designated by the Minister for the
period designated.

The RCMP is currently engaged with protective

> the Governor General: and security service partners regarding options to
bolster the security of Ministers and Parliamentarians.
> the Prime Minister of Canada; FP will continue to engage with partners to enhance
coordination and improve client service delivery with
> Judges of the Supreme Court of Canada; existing resources.

> Ministers of the Crown in right of Canada;

RCMP Federal Policing | Annual Report 2021



= Canadian Air Carrier Protective Program
(CACPP)

The Canadian Air Carrier Protective Program was
established by the Government of Canada in 2002,
in response to the events of September 11, 2001.
This program protects the travelling public from
threats in airports and on select domestic and inter-
national flights. Since its inception, the CACPP has
achieved recognition as a world leader in aviation

Success Stories:

security. The program has developed an internation-
ally recognized training program, with highly trained
In-Flight Security Officers (IFSOs), and aided with
the implementation of IFSO programs globally.
CACPRP participates and takes a leadership role in
international aviation security organizations, and has
developed and continues to maintain constructive
partnerships with the Canadian aviation industry.

== 2021 Federal Election

Following the launch of the federal election in
2021, and in addition to ongoing protection for
the Prime Minister, FP provided protection pack-
ages for all leaders of federal parties with official
party status. In 2021, this included the leaders
of the Conservative, Bloc Québécois, and New
Democratic parties.

During these periods of increased logistical
requirements, FP implemented a centralized
protection model that is assessment-led, threat
and risk driven, and aligned with Protective
Policing modernization strategies to form the
foundation for Party Leader Protection Packages.
Simultaneously, all RCMP divisions prioritized
protective operations through their local protect-
ive units/assets, while leveraging their intelligence
capacity. Ultimately, this enabled an effective,
assessment-led approach and response with effect-
ive service delivery, and a safe federal election.

ececoee




Building and Supporting
Federal Policing’s Workforce

Program Description:

» Sound, effective, and innovative governance and program management is absolutely
essential to a well-functioning law enforcement service that keeps Canadians safe,
and cares for the welfare and development of its people.

The FP National Governance program focuses on administrative and operational data, are high priorities
its people by enhancing leadership and employee in the strategic management of FP, as this directly
development through a wide range of online and supports and improves operational decision-making.
in-person learning opportunities, while improving

internal processes and adopting best practices to FP also provides comprehensive policy expertise,
strengthen accountability and governance. Ongoing direction, and advice on issues related to its priorities
work to improve and modernize FP’s informa- to the RCMP Commissioner, the Minister of Public
tion technology infrastructure, and to integrate Safety, domestic/international partners, and the

private sector.
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Highlighted Initiatives:

= Modernizing FP

As the world around us evolves, so too must our
program. FP deals with borderless crime, and
our structure and resources need to be flexible to

address criminality in this ever-changing landscape.

With the approval of the RCMP’s Senior Executive
Committee in 2021, FP is advancing its moderniz-
ation agenda by realigning all FP resources under
one command structure: a national program led
by the Deputy Commissioner of FP (DCFP). A
dedicated team is developing a plan of action to
actively seek to restore FP capacity and leverage
civilian expertise in the coming years, and many
options for improving our program are on the table.
This will bolster core activities such as intelligence
gathering and analysis, our international policing
program, advance and streamline investigations,
and find new efficiencies in our administration and
technical operations.

Did You Know?

Federal Policing employs 4,994 people
across Canada including:

3,493 Regular Members and
1 ,501 Civilian employees’

$1 231 million spent by FP
in fiscal year 2021-2022

This FP Transformation program has broad
objectives that can be summarized as follows:

> Alaw enforcement agency that is
focused, strategic and on mission;

> Full alignment to the FP mandate —
a unique space in law enforcement;

> Results oriented, seeking maximum
operational impact, and taking a
national leadership role;

> Modern, agile, and responsive to the
changing threat landscape;

> Retains the capabilities and capacity required
to be a world leading police program;

> Holds the trust and confidence of
Canadians, employees, and partners;

> Ever-increasing accountability and
transparency; and,

> Fully sustainable - financial and
human resources, and infrastructure.

1 Includes civilian members, full-time and part-time public service employees and reservists.




= Strategic Engagement with our Partners
and the Public

Every component of FP benefits enormously from
engagement and collaboration with stakeholders
and partners, internal and external to the RCMP, and
domestic and international. Through proactive, stra-
tegic engagement with key national and international
stakeholders, FP raises awareness of federal priority
enforcement areas. FP works to enhance partner
and stakeholder ability to effectively identify and
report information on possible illicit federal crime
activities, by developing tools and products based
on intelligence to foster resiliency and crime preven-
tion, and sharing these outside of FP. This creates
opportunities for dialogue among leading experts,
which in turn helps to inform FP about current and
developing trends in criminality.

= Raising Awareness:

In 2021, in raising awareness of the federal priority
enforcement areas, FP developed a variety of prod-
ucts for partners and stakeholders that addressed
key public safety issues affecting Canadians. These
included insider risk, fraud, clandestine synthetic
drug labs, suspicious incidents, cryptocurrency
and its risks, and cybercrime.
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The products developed and shared by FP are
designed to enhance Canadians’ understanding

of federal crimes, assist with the identification of
suspicious activities or behaviors, and emphasize
the importance of reporting information on possible
criminal activities to authorities.

= Guide to Reporting Suspicious Incidents
to Police:

In 2021, FP took the lead in collaborating with various
law enforcement partners to develop a guide to inform
and assist Canadians on how and when to report
suspicious incidents to police, with a view to keeping
Canadians safe. The guide contains information on
how to recognize and report behaviours that may
be linked to hate crimes, radicalization to violence,
extremist propaganda, and terrorism mobilization.
It provides details about the steps people can and
should follow when reporting suspicious incidents
to the police. The goal of the initiative is to enhance
the quality of information being shared with police,
and to encourage the reporting of suspicious
incidents and activities. By interrupting potential
criminality before it takes place, FP strives to help
create healthier, stronger, safer communities, with
supports to at-risk individuals.



A Career in Federal Policing

There are countless opportunities within FP to develop an exciting, fulfilling, and mean-
ingful career, both on the law enforcement or operational side, as well as within the
management of the program.

In 2021, the RCMP expanded these potential the rapidly evolving criminal landscape in these
opportunities even further by creating a new sectors. Employees working as CCls will provide
investigative role, the Civilian Criminal Investigator specialized expertise in fields such as computer
(CCI). Currently, the CCI positions are focused science and financial markets, and will work in close
on supporting investigations into financial crime collaboration with experienced police officers located
and cybercrime, as FP seeks to keep pace with in Quebec, Ontario, Alberta, and British Columbia.

FP also offers a wide range of opportunities for > Information and technology

civilian employees in various disciplines including: > Operational support

> Criminal intelligence > Planning and reporting
> Data science and analytics > Project management

> Geospatial analysis > Research and analysis
> Human resources > Strategic policy

TCmp-gre.ge.ca/ careers

EXPLORE AN OPPORTUNITY WITH

FEDERAL POLICING

Apply today Under GC Organizations search Royal

) . Canadian Mounted Police force members
Go to www.jobs.gc.ca for current opportunities. and public service employees.



https://www.rcmp-grc.gc.ca/en/gazette/civilian-investigators-coming-rcmp
https://www.rcmp-grc.gc.ca/en/gazette/civilian-investigators-coming-rcmp
https://www.rcmp-grc.gc.ca/en/police-officer-careers
https://www.rcmp-grc.gc.ca/en/civilian-employee-careers
http://www.jobs.gc.ca

Statistics reflected are subject to change based on the results of ongoing investigations
and other factors.

Employment Equity % % %
Representation in Members of a Indigenous People with
Federal Policing? Visible Minority People Disabilities
Regular Members 20.8% 15.3% 5.7% 1.4%
Civilian Members 66.0% 11.6% 2.5% 2.7%
Public Service Employees 73.6% 13.9% 3.6% 3.4%
Total 36.0% 14.7% 5.0% 1.9%
Federal Policing %
Project-Based Change from
Investigations® 2020 to 2021
Total Ongoing Project-Based Investigations 117 132 12.8%
(2021 and previous years)

New Project-Based Investigations Opened in 20214 47 43 -8.5%

Federal Policing %

Reported Occurrences?® Change from
2020 to 2021

Total 46,061 44,565 -3.2%

Top 10 FP Occurrence per Total File Count

Occurrence Type Group 2021

Controlled Drugs and Substances Act/Cannabis Act 8,108
Assistance File 7,445
Traffic Violations 7,009
Customs Act 4,454
Non-Investigative® 4,222
Other Criminal Code 4,063
Federal/Provincial Statutes 3,436
VIP Security 2,750
Information Files 1,337
National Security 524

2 As of April 1, 2021

3 A project-based investigation refers to investigations that meet the scope of the Federal Policing Mandate.

4 New project-based investigations are included in the total ongoing project-based investigations.

5 An occurrence can be any type of police-related event or activity that is entered into police records management systems.

Reported occurrences include general occurrences and project-based investigations.
Including, but not limited to: crime prevention, breach of peace and assistance to the general public.

]
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Our Commitment

As Canada’s Federal Police force, we are committed to ensuring the safety of Canadians
against the most serious criminal threats. We are also committed to securing Canada’s
most fundamental democratic and social institutions by ensuring the safety and security
of protected persons, sites, government-led events and Canadian air carriers.

FP has adapted over its history to new crimes, new
laws, new technologies, and to all the other major
changes Canada has experienced since the begin-
ning of FP in 1868. We will continue to transform our
capabilities and structure to meet future challenges.

We will apply our resources to the most important
criminal problems nationally and internationally,
regardless of provincial borders or divisional
boundaries. We must be agile and adaptable in
taking on new types of crime while still able to
work persistently on long-term investigations into
the most resilient criminal groups and networks.

We recognize that effectively fighting crime takes
a collective effort. We will expand our collaborative
partnerships within the wide network of agencies and

organizations, both public and private, which have
roles in the Federal mandate and which bring their
own expertise and capabilities. We will also trans-
form our collaborative partnerships with Canadians,
especially with Canadians from racialized and other
vulnerable communities.

Achieving these goals would not be possible
without the dedicated employees that work for FP.
We will build a highly specialized and diverse work-
force, including police officers and other specialist
employees, who will have the skills and desire to
prevent, detect, and investigate the most complex,
sophisticated, and sensitive criminal activity.
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Connect with us
- https://www.rcmp-grc.gc.ca/

~ Follow uson
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